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Department of Justice § 25.8 

§ 25.7 Querying records in the system. 
(a) The following search descriptors 

will be required in all queries of the 
system for purposes of a background 
check: 

(1) Name; 
(2) Sex; 
(3) Race; 
(4) Complete date of birth; and 
(5) State of residence. 
(b) A unique numeric identifier may 

also be provided to search for addi-
tional records based on exact matches 
by the numeric identifier. Examples of 
unique numeric identifiers for purposes 
of this system are: Social Security 
number (to comply with Privacy Act 
requirements, a Social Security num-
ber will not be required by the NICS to 
perform any background check) and 
miscellaneous identifying numbers 
(e.g., military number or number as-
signed by Federal, state, or local au-
thorities to an individual’s record). Ad-
ditional identifiers that may be re-
quested by the system after an initial 
query include height, weight, eye and 
hair color, and place of birth. At the 
option of the querying agency, these 
additional identifiers may also be in-
cluded in the initial query of the sys-
tem. 

§ 25.8 System safeguards. 
(a) Information maintained in the 

NICS Index is stored electronically for 
use in an FBI computer environment. 
The NICS central computer will reside 
inside a locked room within a secure 
facility. Access to the facility will be 
restricted to authorized personnel who 
have identified themselves and their 
need for access to a system security of-
ficer. 

(b) Access to data stored in the NICS 
is restricted to duly authorized agen-
cies. The security measures listed in 
paragraphs (c) through (f) of this sec-
tion are the minimum to be adopted by 
all POCs and data sources having ac-
cess to the NICS. 

(c) State or local law enforcement 
agency computer centers designated by 
a Control Terminal Agency as POCs 
shall be authorized NCIC users and 
shall observe all procedures set forth in 
the NCIC Security Policy of 1992 when 
processing NICS background checks. 
The responsibilities of the Control Ter-

minal Agencies and the computer cen-
ters include the following: 

(1) The criminal justice agency com-
puter site must have adequate physical 
security to protect against any unau-
thorized personnel gaining access to 
the computer equipment or to any of 
the stored data. 

(2) Since personnel at these computer 
centers can have access to data stored 
in the NICS, they must be screened 
thoroughly under the authority and su-
pervision of a state Control Terminal 
Agency. This authority and supervision 
may be delegated to responsible crimi-
nal justice agency personnel in the 
case of a satellite computer center 
being serviced through a state Control 
Terminal Agency. This screening will 
also apply to non-criminal justice 
maintenance or technical personnel. 

(3) All visitors to these computer 
centers must be accompanied by staff 
personnel at all times. 

(4) POCs utilizing a state/NCIC ter-
minal to access the NICS must have 
the proper computer instructions writ-
ten and other built-in controls to pre-
vent data from being accessible to any 
terminals other than authorized termi-
nals. 

(5) Each state Control Terminal 
Agency shall build its data system 
around a central computer, through 
which each inquiry must pass for 
screening and verification. 

(d) Authorized state agency remote 
terminal devices operated by POCs and 
having access to the NICS must meet 
the following requirements: 

(1) POCs and data sources having ter-
minals with access to the NICS must 
physically place these terminals in se-
cure locations within the authorized 
agency; 

(2) The agencies having terminals 
with access to the NICS must screen 
terminal operators and must restrict 
access to the terminals to a minimum 
number of authorized employees; and 

(3) Copies of NICS data obtained from 
terminal devices must be afforded ap-
propriate security to prevent any un-
authorized access or use. 

(e) FFL remote terminal devices may 
be used to transmit queries to the 
NICS via electronic dial-up access. The 
following procedures will apply to such 
queries: 
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(1) The NICS will incorporate a secu-
rity authentication mechanism that 
performs FFL dial-up user authentica-
tion before network access takes place; 

(2) The proper use of dial-up circuits 
by FFLs will be included as part of the 
periodic audits by the FBI; and 

(3) All failed authentications will be 
logged by the NICS and provided to the 
NICS security administrator. 

(f) FFLs may use the telephone to 
transmit queries to the NICS, in ac-
cordance with the following proce-
dures: 

(1) FFLs may contact the NICS Oper-
ations Center during its regular busi-
ness hours by a telephone number pro-
vided by the FBI; 

(2) FFLs will provide the NICS Rep-
resentative with their FFL Number 
and code word, the type of sale, and the 
name, sex, race, date of birth, and state 
of residence of the prospective buyer; 
and 

(3) The NICS will verify the FFL 
Number and code word before proc-
essing the request. 

(g) The following precautions will be 
taken to help ensure the security and 
privacy of NICS information when 
FFLs contact the NICS Operations 
Center: 

(1) Access will be restricted to the 
initiation of a NICS background check 
in connection with the proposed trans-
fer of a firearm. 

(2) The NICS Representative will 
only provide a response of ‘‘Proceed’’ 
or ‘‘Delayed’’ (with regard to the pro-
spective firearms transfer), and will 
not provide the details of any record 
information about the transferee. In 
cases where potentially disqualifying 
information is found in response to an 
FFL query, the NICS Representative 
will provide a ‘‘Delayed’’ response to 
the FFL. Follow-up ‘‘Proceed’’ or ‘‘De-
nied’’ responses will be provided by the 
NICS Operations Center during its reg-
ular business hours. 

(3) The FBI will periodically monitor 
telephone inquiries to ensure proper 
use of the system. 

(h) All transactions and messages 
sent and received through electronic 
access by POCs and FFLs will be auto-
matically logged in the NICS Audit 
Log described in § 25.9(b). Information 
in the NICS Audit Log will include ini-

tiation and termination messages, 
failed authentications, and matching 
records located by each search trans-
action. 

(i) The FBI will monitor and enforce 
compliance by NICS users with the ap-
plicable system security requirements 
outlined in the NICS POC Guidelines 
and the NICS FFL Manual (available 
from the NICS Operations Center, Fed-
eral Bureau of Investigation, 1000 Cus-
ter Hollow Road, Clarksburg, West Vir-
ginia 26306–0147). 

§ 25.9 Retention and destruction of 
records in the system. 

(a) The NICS will retain NICS Index 
records that indicate that receipt of a 
firearm by the individuals to whom the 
records pertain would violate Federal 
or state law. The NICS will retain such 
records indefinitely, unless they are 
canceled by the originating agency. In 
cases where a firearms disability is not 
permanent, e.g., a disqualifying re-
straining order, the NICS will auto-
matically purge the pertinent record 
when it is no longer disqualifying. Un-
less otherwise removed, records con-
tained in the NCIC and III files that are 
accessed during a background check 
will remain in those files in accordance 
with established policy. 

(b) The FBI will maintain an auto-
mated NICS Audit Log of all incoming 
and outgoing transactions that pass 
through the system. 

(1) Contents. The NICS Audit Log will 
record the following information: Type 
of transaction (inquiry or response), 
line number, time, date of inquiry, 
header, message key, ORI or FFL iden-
tifier, and inquiry/response data (in-
cluding the name and other identifying 
information about the prospective 
transferee and the NTN). 

(i) NICS Audit Log records relating 
to denied transactions will be retained 
for 10 years, after which time they will 
be transferred to a Federal Records 
Center for storage; 

(ii) NICS Audit Log records relating 
to transactions in an open status, ex-
cept the NTN and date, will be de-
stroyed after not more than 90 days 
from the date of inquiry; and 

(iii) In cases of NICS Audit Log 
records relating to allowed trans-
actions, all identifying information 
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